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DETAILED ACTION 
Response to Amendment 

1 . This action is in response to the amendment submitted in connection with the 
RCE filed 07/14/2005. Claims 2-4, 7, 10-14 have been amended; claims 15-28 have 
been added. 

Response to Arguments 

2. Applicant's arguments with respect to claims 2 and 10 have been considered but 
are not persuasive. 

In response to applicant's argument that the Office Action does not describe how 
Patarin's process would be modified to include Jahnich dummy program (p. 11, 2"^ 
paragraph), the test for obviousness is not whether the features of a secondary 
reference may be bodily incorporated into the structure of the primary reference; nor is it 
that the claimed invention must be expressly suggested in any one or all of the 
references. Rather, the test is what the combined teachings of the references would 
have suggested to those of ordinary skill in the art. See In re Keller, 642 F.2d 413, 208 
USPQ 871 (CCPA1981). 

Applicant argues that Jahnich does not disclose the limitation of using the 
dummy operations as part of a superimposition of consumption characteristics so that 
reconstruction of the consumption characteristics associated with performing the 
cryptographic operation is impeded (p. 1 1 , 3'"^ paragraph). Jahnich discloses that the 
consumption characteristics generated by the dummy operation is part of the 
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consumption characteristics of the smart card when executing both the cryptographic 
operation and the dummy operation so that reconstruction of the consumption 
characteristics associated with performing the cryptographic operation is impeded (col. 
6, lines 29-52). 

Applicant argues that the Office Action does not set forth any sufficient 
suggestion or teaching in Tan, Jahnich or Patarin to support the conclusion that it would 
be obvious to modify Pantarin process to use the random control of Tan (p. 1 1 , last 
paragraph). The discussion of Tan teaching and the reason to combine the references 
were cited in paragraph 5, pages 4-5, of the previous Office Action. 

Priority 

3. A translation of the foreign application is required in reply to this action for the 
purpose of determining the Applicant's right to rely on the foreign filing date. 

Claim Rejections - 35 USC §112 

4. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specrfication shall contain a written description of the invention, and of the manner and process of 
making and using it, In such full, clear, concise, and exact terms as to enable any person skilled In the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

5. Claim 28 is rejected under 35 U.S.C. 112, first paragraph, as failing to comply 
with the written description requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to reasonably convey to one 
skilled in the relevant art that the inventor(s), at the time the application was filed, had 
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possession of the claimed invention. Claim 28 recites the limitation "temperature, or 
other indirect radiation" in line 2. The specification as originally filed discloses that the 
consumption characteristics are based on current/power consumptions (page 3, lines 
10-24; page 4, lines 7-11); however, it does not disclose that the consumption 
characteristics are based on temperature or other forms of indirect radiation. 

Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1 ), (2), and (4) of section 371 (c) of this 
title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act 
of 1999 (AlPA) and the Intellectual Property and High Technology Technical 
Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting 
directly or indirectly from an international application filed before November 29, 2000. 
Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior 
to the amendment by the AlPA (pre-AlPA 35 U.S.C. 102(e)). 

7. Claims 2, 4, 7, 10-13, 15-18. 20-24 and 28 are rejected under 35 U.S.C. 102(e) 
as being anticipated by Ugon et al (6,839,849), Applicant cannot rely upon the foreign 
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priority papers to overcome this rejection because a translation of said papers has not 
been made of record in accordance with 37 CFR 1.55. See MPEP § 201.15. 

Regarding claims 2, 4, 7, 10-13, 15-18, 20-24 and 28, Ugon discloses a device 
comprising a CPU and a co-processor which perform cryptographic operations and 
dummy operations simultaneously and in parallel. Ugon also discloses that 
consumption characteristics of the device being a superimposition of consumption 
characteristics associated with performing both cryptographic operations and dummy 
operations so that reconstruction of the consumption characteristics associated with 
performing the cryptographic operation is impeded (Abstract; fig. 2; col. 3, lines 13-15; 
col. 8, lines 5-15; col. 9. lines 13-28; col. 10, line 56 -col. 11, line 3). 

Claim Rejections - 35 USC § 103 

8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

9. Claims 3, 6, 8, 14 and 25-26 rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ugon as applied to claims 2, 13 and 15, above, and further in view of 
Tan (6,490,353). 

Regarding claims 3, 6 and 25-26, Ugon does not disclose that the selection of a 
processor to perform a cryptographic operation is randomly controlled. Tan discloses 
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that that the selection of a processor to perform a certain cryptographic operation is 
randomly controlled (col. 3, lines 60-64; col. 6, lines 6-12). It would have been obvious 
to one of ordinary skill in the art at the time the invention was made modify the device of 
Ugon such that the selection of a processor to perform a cryptographic operation is 
randomly controlled, as taught by Tan, so that security could further be enhanced. 

Regarding claims 8 and 14, Ugon does not disclose that the split-up of the 
cryptographic operation is randomly controlled. Tan discloses that data to be encrypted 
is segmented into blocks and that the size of each data block and length of the 
corresponding encryption key for each block are randomly selected (col. 3, lines 8-42); 
the selection of the block size and the key length meet the limitation of splitting up a 
cryptographic operation. It would have been obvious to one of ordinary skill in the art at 
the time the invention was made modify the Ugon method such that the split-up of the 
cryptographic operation is randomly controlled, as taught by Tan, to increase the degree 
of difficulty in attacking the encryption system. 

10. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ugon as 
applied to claim 7 above. Ugon discloses that the device performs a cryptography 
operation (col. 1 , lines 50-54). Ugon does not disclose that the cryptography operation 
is based on DES algorithm; however. Examiner takes Official Notice that using DES 
algorithm, a standard for symmetric encryption, is well known in the art. It would have 
been obvious at the time of the invention was made to modify the Ugon device to use 
DES algorithm because it is a standard for symmetric encryption. 
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1 1 . Claims 19 and 27 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Ugon as applied to claims 15 and 18 above, and further in view of Qiu et al 
(6,804,782), Ugon does not disclose using a key that creates the complementary 
current variation. Qiu discloses using dummy operations to disguise power 
consumption and processor cycle time to prevent power attack and timing attack on 
cryptographic operations. Qiu further discloses using a key which triggers the dummy 
operations so as to result in a complementary current variation (Abstract; col. 1, lines 
46-54; col. 2, lines 39-67). It would have been obvious to one of ordinary skill in the art 
at the time the invention was made to modify the combined method of Ugon to use 
using a key that creates the complementary current variation, as taught by Qiu. The 
motivation for doing so would have been to prevent both power and timing attacks 
simultaneously. Since frequency is calculated using the processor cycle time, 
inherently, reconstruction of consumption characteristics associated with the 
cryptographic operation using frequency is impeded. 

12. Claims 2, 4, 7, 9 and 10-13 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Patarin et al. (6,658,569) in view of Jahnich et al. (6,725,374). 

Regarding claims 2 and 10, Patarin discloses a device comprising a central 
processing unit and one or more co-processors for performing cryptographic operations 
simultaneously and in parallel (Abstract; Fig, 2, step A; col. 12, lines 6-12 and 31-40). 
Patarin does not teach the use of dummy operations when performing a cryptographic 
operation. Jahnich discloses using dummy operations, whose execution does not 
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influence an encryption result and that the consumption characteristics generated by the 
dummy operation is part of the consumption characteristics of the smart card when 
executing the cryptographic operation and the dummy operation so that reconstruction 
of the consumption characteristics associated with performing the cryptographic 
operation is impeded (col. 6, lines 29-52). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made modify the method of Patarin 
to use dummy operations when performing a cryptographic operation, as taught by 
Jahnich. Accordingly, the dummy operation is performed in parallel and simultaneously 
with the cryptography operations. 

Regarding claims 4, 7, 1 1-13, Patarin further discloses that the cryptographic 
operation is split up into at least two sub-operations and at least two processors perform 
the sub-operations in parallel and simultaneously, while subsequently con-esponding 
sub-results are combined to an overall result of the overall cryptographic operation (Fig. 
2; col. 12, lines 6-12 and 31-40). 

Regarding claim 9, Patarin further discloses that the sub-operations are parts of 
an encryption in accordance with DES (figures 3a-b). 

13. Claims 3, 6, 8 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Patarin in view of Jahnich as applied to claims 2, 4, 7 and 13 above, and further in 
view of Tan (6,490,353). 

Regarding claims 3 and 6, Patarin and Jahnich do not disclose that the selection 
of a processor to perform a cryptographic operation is randomly controlled. Tan 
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discloses that that the selection of a processor to perform a certain cryptographic 
operation is randomly controlled (col. 3, lines 60-64; col. 6, lines 6-12). It would have 
been obvious to one of ordinary skill in the art at the time the invention was made 
modify the combined method of Patarin and Jahnich such that the selection of a 
processor to perform a cryptographic operation is randomly controlled, as taught by 
Tan, so that security could further be enhanced. 

Regarding claims 8 and 14, Patarin and Jahnich do not disclose that the split-up 
of the cryptographic operation is randomly controlled. Tan discloses that data to be 
encrypted is segmented into blocks and that the size of each data block and length of 
the con'esponding encryption key for each block are randomly selected (col. 3, lines 8- 
42); the selection of the block size and the key length meet the limitation of splitting up a 
cryptographic operation. It would have been obvious to one of ordinary skill in the art at 
the time the invention was made modify the combined method of Patarin and Jahnich 
such that the split-up of the cryptographic operation is randomly controlled, as taught by 
Tan, to increase the degree of difficulty in attacking the encryption system. 

14. Claims 1 5-1 8, 20-26 and 28 rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Patarin in view of Ohki et al (6,839,847). 

Regarding claims 15-16, 18, 20, 22, 24 and 28, Patarin discloses a method of 
performing a cryptographic operation in a device, the device including at least two 
processors; the method comprising: performing a cryptographic operation in a first 
processor; performing a second operation in a second processor, the second operation 
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being performed simultaneously and in parallel with performing the cryptographic 
operation so that consumption characteristics of the device is a superimposition of 
consumption characteristics associated with performing the cryptographic operation and 
consumption characteristics associated with performing the second operation (Abstract; 
Fig. 2, step A; col. 12, lines 6-12 and 31-40). Patarin does not disclose that the second 
operation associated with consumption characteristics complementary to consumption 
characteristics associated with the cryptographic operation. Ohki discloses a device 
performing two operations: a cryptographic operation using normal input data and 
another operation using inverted input data, such that the power consumption of the 
device remains constant (col. 2, line 36 - col. 3, line 6), the Ohki operations meets the 
limitation that power consumption characteristics associated with one operation is 
complementary to that associated with the other. It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the Patarin method 
such that the power consumption characteristics associated with one operation is 
complementary to that associated with the other operation, as taught by Ohki, in order 
to reduce the correlation/dependency between data processing and the current 
consumption of an IC card. 

Regarding claim 17, the claim limitation is interpreted as that the consumption 
characteristics associated with the cryptographic operation is concealed by the 
consumption characteristics of the device (see Specification, p. 5, line 32 - p. 6, line 5). 
Claim 17 is rejected on the same basis as claim 15 above. 
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Regarding claims 21 and 23, Patarin further discloses that the cryptographic 
operation is split up into at least .two sub-operations and at least two processors perform 
the sub-operations in parallel and simultaneously, while subsequently corresponding 
sub-results are combined to an overall result of the overall cryptographic operation (Fig. 
2; col. 12, lines 6-12 and 31-40). 

15. Claims 19 and 27 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Patarin and Ohki as applied to claims 15 and 18 above, and further in view of Qiu. 
Patarin and Ohki do not disclose using a key that creates the complementary current 
variation. Qiu discloses using dummy operations to disguise power consumption and 
processor cycle time to prevent power attack and timing attack on cryptographic 
operations. Qiu further discloses using a key which triggers the dummy operations so 
as to result in a complementary current variation (Abstract; col. 1 , lines 46-54; col. 2, 
lines 39-67). It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the combined method of Patarin and Ohki to use using a 
key that creates the complementary current variation, as taught by Qiu. The motivation 
for doing so would have been to prevent both power and timing attacks simultaneously. 
Since frequency is calculated using the processor cycle time, inherently, reconstruction 
of consumption characteristics associated with the cryptographic operation using 
frequency is impeded. 
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16. Claims 25-26 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Patarin and Ohki as applied to claims 15 above, and further in view of Tan. Patarin and 
Ohki do not disclose that the selection of a processor to perform a cryptographic 
operation is randomly controlled. Tan discloses that that the selection of a processor to 
perform a certain cryptographic operation is randomly controlled (col. 3, lines 60-64; col. 
6, lines 6-12). It would have been obvious to one of ordinary skill in the art at the time 
the invention was made modify the combined method of Patarin and Ohki such that the 
selection of a processor to perform a cryptographic operation is randomly controlled, as 
taught by Tan, so that security could further be enhanced. 

Conclusion 

17. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

U.S. Patent No. 6,327,661 to Kocher et al. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dinh whose telephone number is 571-272-3802. 
The examiner can normally be reached on Mon-Fri: 10:00am-6:30pm, 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
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